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Providing fast and easy
access to applications and
databases is imperative to
every business.

The challenge is to provide
an authentication method
that is equally secure and
convenient. In 2009 Gartner
reported 25% of ESSO
implementations augmented
passwords with alternative
authentication.

TAM ESSO 8.1 (and later
versions) are equipped with
fingerprint biometric user
authentication. Unlike
passwords, tokens and
smart cards, which can

be easily lost, forgotten

or stolen, ID Director for
TAM ESSO secures
applications with
fingerprint biometrics,
delivering strong
authentication and
superior user convenience.

ID Director for TAM ESSO
eliminates the need for
users to reset and record
passwords, IDs and PINs
which can be easily
compromised. The only
identifier a user needs is
a fingerprint.

ID Director for IBM Tivoli Access Manager
Enterprise Single Sign-On

BIOMETRIC USER IDENTITY: CONVENIENT,
STRONG USER AUTHENTICATION

Highlights

® Eliminate password-related helpdesk costs, replacing passwords
with fingerprint biometrics to establish user identity

® Strengthen security and meet regulations through this strong
authentication alternative, supported out of the box in TAM ESSO

e Improve productivity and simplify the end-user experience, with the
touch of a finger, users sign-in, eliminating the need for passwords

® This strong form of authentication is easy to implement and equally easy
to manage/administer

FEATURES

Easy to use: With its straight forward, intuitive user interface, ID Director for
TAM ESSO supports readers from every major fingerprint reader
manufacturer interchangeably, giving organizations ultimate flexibility.

Superior Security & Convenience: Providing security and convenience
when establishing user identity is crucial. ID Director for TAM ESSO replaces
less secure, often forgotten passwords with fast, convenient, accurate
fingerprint biometrics. Users establish identity with a simple touch of a finger!
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The ID Director enrollment and
identification processes are
simple and straightforward

Up to 80% of help desk calls
are for password resets. For
large organizations, this cost
can run into millions of dollars
annually!

ID Director for TAM ESSO:

® Strengthens security
® Fliminates passwords
® Improves productivity

® Addresses compliance
requirements

® Significantly reduces costs
and streamlines operations

Activation of ID Director for
TAM ESSO and integration
services are available
through the IBM Global
Services Group, IBM Tivoli
resellers, or directly from
BIO-key.

3349 Highway 138,
Building D, Suite A
Wall, NJ 07719, USA
866.846.2594
support@bio-key.com
www.bio-key.com

Superior Speed and Accuracy: Based on BIO-key’s award winning
fingerprint biometric algorithm, one of the most accurate biometric
platforms available, ID Director for TAM ESSO leverages this
discriminating biometric to deliver a superior security alternative to
passwords and tokens, while offering users a more convenient way to
establish identity.

Scalable: ID Director for TAM ESSO is built on the power and
performance of the IBM TAM framework, the most scalable Identity
Management and Access Control solution available today. It's fully
capable of meeting your needs, growing with your application servers
and databases to support your requirements from day one and as
your systems mature and evolve.

Cost Effective to Deploy and Operate: Offering unparalleled
flexibility, ID Director for TAM ESSO supports every major fingerprint
reader manufacturer, no matter if it is an external device attached

via USB port, or a reader embedded in a laptop or tablet. They can

be used interchangeably; your users enroll once and can subsequently
identify themselves using any supported reader.
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With features like positive user identification, superior convenience, and
reader interoperability, BIO-key’s ID Director for TAM ESSO can be easily
integrated to protect your applications and databases with fast, robust
strong authentication.

ID Director for TAM ESSO provides:
* Positive user identification
¢ No need to cache passwords or user IDs
e Simple deployment and straightforward user operation

With ID Director for TAM ESSO, you can:
¢ Eliminate forgotten passwords and password resets
Reduce help desk, compliance and administration costs
Eliminate passwords, and improve the usability of your applications
Provide fast, accurate transaction level capability

Access to the variety of applications and systems in your environment
is at your fingertips with BIO-key’s ID Director for IBM TAM ESSO!
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