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Providing fast and easy
access for employees,
customers, or business
partners to databases and
applications via the Web, is
imperative to every
business.

However, without secure
user identification, more
people accessing more
applications over the
Internet means more
chances for security
breaches, and
compromised information.

Today Oracle Access
Manger relies on
passwords, tokens or smart
cards, These alternatives
do not provide secure
enterprise authentication.
ID Director for OAM
protects your applications
with strong authentication
and superior user
convenience.

ID Director eliminates
the need for users to
reset and record
passwords, IDs and
PINs which can be
easily compromised.
The only code a user
needs is a fingertip.

Fingerprint Reader

ID Director™ for Oracle Access Manager

A STRONG AUTHENTICATION SOLUTION FOR

APPPLICATIONS PROTECTED BY ORACLE ACCESS MANAGER

PRODUCT OVERVIEW

In today's technology world, it is important to know who your uses are, not
just who they say they are. Unlike passwords or hardware tokens, your
biometric identity trait can’t be “borrowed”, lost or stolen. BIO-key’s ID
Director for Oracle Access Manager (OAM) is a fingerprint biometric solution
that exceeds the demanding security needs of users, MIS professionals and
security personnel. It scales to accommodate populations of any size without
compromising system speed or accuracy.

This strong form of authentication can be easily added to satisfy industry
regulations including HIPAA and FSTC, or to establish user identities as part
of your corporate audit trail. BIO-key’s ID Director for OAM is a solution that
is easy to implement and equally easy to manage/administer.

FEATURES

The foundation of ID Director’s security framework is BIO-key’s WEB-key®
software, a three tiered security architecture that protects information with
triple level encryption. It can be deployed to closely reflect your application’s
business logic, including transaction level authentication. WEB-key enables
developers and integrators to quickly build scalable biometric identification
systems, regardless of prior biometric experience. BIO-key’s patented
biometric algorithm delivers fast and accurate identification of users. What's
more, WEB-key stores this data as a compact mathematical model, enabling
rapid comparison against databases of any size.

Using ID Director for OAM, a user’s biometric enrollment can be linked to any
number of applications protected by Oracle Access Manager.
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WEB-key Enroliment

@ WEB-key Enrollment
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The ID Director browser plug-in
provides visual and textual
cues to ensure the best
possible results.

ID Director for OAM is the
perfect identification security
solution for:

® Financial applications
® CRM applications

® Accounts receivable /payable
applications

® Corporate intranets
® Enterprise data

® Any application protected by
Oracle Access Manager!
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Easy To Use

ID Director for OAM is surprisingly easy to use. It supports every major
fingerprint reader manufacturer and all of the popular internet browsers.
It has a intuitive, straight forward user interface that is adaptable and
customizable to suit your specific application.

Superior Security & Convenience

Today more than ever, balancing security and convenience when
|establishing the identity of users is crucial. ID Director for OAM does not
compromise one for the other, it delivers both superior security and user
convenience!

With WEB-key, one of the most advanced biometric security framework
available today, you utilize embedded PKI architectures and BIO-key’s
discriminating biometric algorithm to deliver the strength and security
necessary to protect access to your organization’s assets.

Scalable

ID Director for OAM is built on the power and performance of the Oracle
Access Manager Middleware framework, the most scalable Identity
Management and Access Control solution available today. It's fully capable
of growing within your application servers and databases to support your
requirements from day one and your systems mature and evolve.

Solution Oriented

ID Director for OAM offers the ultimate in flexibility to easily integrate into
any solution. It supports every major fingerprint reader manufacturer no

matter if it is an external device attached via USB port or embedded in
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your laptop or tablet. These readers can be used interchangeably; your
users enroll once and can subsequently identify themselves using
any supported reader.
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With features like positive user identification, secure communications,
superior convenience, and reader interoperability, BIO-key’s ID Director
for OAM can be easily integrated to protect your applications and
databases with a robust Strong Authentication Solution.

Access to the variety of applications and systems in your environment is
at your fingertips with BIO-key’s ID Director for OAM!

ID Director for OAM provides:
e Positive user identification( 1 to n, not just one to one verification)
¢ No need to cache passwords or user IDs
e Simple Web integration and straightforward user operation

With ID Director for OAM, you can:
e Reduce costs associated with passwords resets
¢ Eliminate passwords, and improve the usability of your applications

* Provide fast transaction level capability N
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