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Giving your employees,
customers, and business
partners access to your
applications via the Web benefits
your business by allowing them
to place their own orders, service
their own accounts, and update
their own profiles.

This access, however, brings
security risks. More people
using more applications over the
Internet means more chances
for security breaches, stolen
data, and halted operations.

Oracle Strong Authentication
solutions help solve this problem
by creating user profiles and
checking multiple factors, such
as passwords, tokens, smart
cards, and biometrics to
identify users before give them
access to your IT infrastructure.
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ID Director™ for Oracle Fusion Middleware

STRONG AUTHENTICATION SOLUTION FOR
ORACLE FUSION MIDDLEWARE APPLICATIONS

PRODUCT OVERVIEW

Bl10O-key’s ID Director is an easy to implement and manage solution that meets
the demanding needs of users, MIS professionals and security personnel. It is a
scalable, solution orientated and tightly integrated Authentication Scheme.

True User Identification® means that you know who users are—not just who
they say they are. It exists only when authorization is based entirely on an
identity trait that can’t be “borrowed”, transferred, lost or stolen.

Authentication using ID Director for Oracle Fusion Middleware delivers True
User ldentification!

FEATURES

The foundation of ID Director’s superior accuracy is BIO-key’s patented
biometric algorithm, Vector Segment Technology™ (VST™). VST captures
more data than any other biometric in the industry to ensure fast and accurate
identification of users. What’'s more, ID Director stores this data as a compact
mathematical model, enabling rapid comparison against databases of any size.

The user registration can be linked with any number of applications within an
Oracle Application Server, and/or other application servers.
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The WEB-key browser plug-in
prompts the use to submit a
finger and provides visual and
textual cues to ensure the best
possible results.

Finally, a biometric security
solution for:

® Financial applications
® CRM applications

® Accounts receivable /payable
applications

® Corporate intranets
® Enterprise data
® Any web based application!
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Easy To Use

Though significantly advanced, ID Director is surprisingly easy to use. That's
because all of the science is on the inside. The user interface is intuitive,
familiar and straightforward.

Security

Today more than ever, security is a major concern, even when implementing
a convenience solution like a single sign on product. Every application must
ensure that it can truly confirm who the user is?

This is where ID Director stands out. The solution utilizes WEB-key™, the
most advanced biometric security framework available today, for a trusted
and accurate user authentication. Utilizing embedded PKI architectures, and
Bl10-key’s discriminating biometric algorithm, this solution delivers the
strength and security necessary to protect corporate and country assets.

Scalable

ID Director is built on the power and performance of the Oracle Fusion
Middleware framework, the most scalable Identity Management and
Access Control solution available today. It's fully capable of growing within
your application servers and databases to support any need.

Solution Oriented

ID Director offers the ultimate in flexibility to easily integrate into any
solution. It supports every major fingerprint reader manufacturer. And
readers can be used interchangeably; a user can enroll on any supported
reader and then identify himself using any other supported reader.

With features like positive user identification, secure communications, ease of
use, and reader interoperability, BIO-key’s ID Director for Oracle Fusion
Middleware provides a robust Strong Authentication Solution.

Access to the many varied applications and systems in your environment is
at your fingertips with BIO-key’s ID Director for Oracle Fusion Middleware!

Ask yourself, does any other Authentication Solution offer these features?
® Positive user identification, not just verification.
= No caching of current passwords or user IDs.
= Protection against hacking.
« Simple Web integration and straightforward user operation.

Imagine offering ID Director for Oracle Fusion Middleware as part of your
solution for your clients or for your organization. What do you see?

A business with confident satisfied users? Disappearing password
maintenance problems and the attendant cost-savings? Getting the right
information to the right people—and no one else!

Whatever you imagine, it’s right at your fingertip with ID Director for Oracle

Fusion Middleware.
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