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                   BIO-secure: THE BIOMETRIC SECURITY SOLUTION   
                  FOR WINDOWS WORKSTATIONS AND DOMAINS  

 

 
THE SIMPLE, SCALABLE BIOMETRIC SECURITY 
PLATFORM FOR WORKSTATION AND 
ENTERPRISE IMPLEMENTATIONS 
 

IMPROVE YOUR SYSTEM SECURITY WHILE ELLIMINATING THE  
NEED TO REMEMBER AND MANAGE PASSWORDS

BIOMETRIC LOG-ON FEATURES 
• Compatible with over 20 

different biometric 
fingerprint readers 
 

• Available in workstation or 
enterprise editions 
 

• Includes a utility for users 
to practice their biometric 
enrollment and verification 
prior to activating their 
biometric security 
 

• Configured for multiple 
user capability on a single 
workstation 
 

• Screensaver feature 
replaces passwords with a 
simple touch of the finger 
 

• Fast Logon option replaces 
the network login window 
with a fast, convenient 
biometric logon- simply 
touch the biometric sensor 
and go! 

 

Imagine logging into your computer and all 
of the online services you use without 
having to remember, manage or reset the 
passwords they require. BIO-key’s BIO-
secure eliminates the inconvenience of 
text based passwords, replacing them with 
finger based biometric identification. This 
more secure, more reliable form of 
identification is an intuitive, 
uncomplicated, and easy to install 
alternative to text based passwords that 
are easily forgotten or compromised.  
 
Immediate benefits include: 
- A significant increase in network security 
- Increased convenience- no more 
  passwords to remember! 
- Eliminates help desk costs associated 
  with password support 
- Rapid Roll-out and minimal end user 
  training, thanks to the user friendly 
  Practice Utility and Self Enroll Feature. 
 
You will also see a long term return on 
your investment with the open systems 
standards based architecture that adapts 
to your organizations ever evolving 
business. 
 
 

BIO-key’s BIO-secure Enterprise Edition 
works with Microsoft Active Directory to 
provide enterprise-grade features for 
strong authentication. BIO-secure installs 
on any computer running Windows® 2000 
Professional, enabling biometric access to 
local machines and LAN-based networks 
requiring no network integration.  
 
Our partnership with leading biometric 
hardware suppliers maximizes product 
flexibility, offering you a wide range of 
reader options to meet your specific 
application needs.   Options available 
include readers integrated into the 
keyboard of most PC manufacturers 
including Dell, Gateway, and MPC. A wide 
variety of PCMCIA and USB readers are 
available also! 
 
Looking for a secure, true single sign on 
alternative?  
Need to integrate your biometric security 
solutions with a number of client-server 
applications? BIO-key can help; our 
partnerships with leading single sign on 
(SSO) providers extend the simplicity of 
biometrics to the application level.  
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SYSTEM REQUIREMENTS 
 
Workstation Edition: 
Client:  
 - Pentium III 600 MHz 
 - 64 MB RAM 
 - 64 MB Hard Disk Space 
 -  Windows® 2000/XP 
     Professional 
 - High Encryption Pack 
 
Enterprise Edition: 
Client:  
 - Pentium III 600 MHz 
 - 256 MB RAM 
 - 100 MB Hard Disk Space 
 - Windows® 2000, 2003 
   Server, Advanced     
      Server or DataCenter  
      Server 
 - Windows Active 
     Directory 2000 High 
       Encryption Pack 
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Password-based authentication is 
problematic at best and at worst, a 
liability for administrators. Enterprise 
administrators face very real IT costs 
handling password resets and significant 
resistance when trying to roll out and 
enforce strong password rules, such as 
changing passwords frequently, or special 
length and character requirements. 
Administrators are acutely aware of the 
risks faced by their organizations when 
employees ignore or circumvent security 
policies.  

BIO-key’s strong authentication alternative 
solves these enterprise problems. 
Passwords can be consolidated and/or 
eliminated with something that cannot be 
lost, shared or stolen. Convenience and 
additional security can be added with the 
use of existing badges or card already your 
organization may already be using for 
corporate parking or building access.  

Not all biometric solutions are equal. With 
years of experience working with 
government, financial institutions, 
healthcare and other Fortune 100 
organizations, BIO-key recognizes the 
balance between convenience and 
security. Our patented algorithms that 
process and match the fingerprints capture 
thousands of data points from a single 
finger image, allowing us to rapidly and 
accurately identify or authenticate a 
person in databases with millions of 
fingerprints! 

With this solid foundation, we can offer 
scalable enterprise-strength solutions, 
which allow organizations to leverage their 
existing network infrastructure 
investments.  

 
 
 
 
 

 
 
 
 
 
BIO-key HAS THE ANSWER 
 
The answer to increased security while 
improving user convenience!  
Eliminate passwords, which can be lost 
or compromised.  
Eliminate the headaches that arise when 
passwords need to be reset.  
Eliminate the help desk and 
administration costs associated with 
passwords!    
Improve user convenience- with the 
simple touch of the finger, users can 
quickly and easily log into your existing 
workstations and enterprise. 
 
Rather than trying to pick a winner in the 
hardware race, BIO-key allows you to 
select whatever supported devices your 
applications require. We do this by 
incorporating a standard programming API 
and a consistent user interface, making 
the reader transparent to you and your 
users. A user can easily enroll on one 
device, then return to identify using a 
completely different device (as would be 
the case if one was using any of a wide 
variety of USB Fingerprint readers on an 
office desktop, then using a different  
sensor on your laptop when on the road. 
 
CONCLUSION 
 
Fingerprint biometrics is the most secure, 
cost-effective and convenient way to 
identify and authenticate users. 
Using BIO-secure, your infrastructure will 
be ready to accept virtually any scanner 
device your users require. Your investment 
to get started is minimal; we can install 
and demonstrate our technology in a 
matter of minutes! 
 
 

 
 


